
 

 

 

Abstract — New vulnerabilities are continuously increasing with 

the environment where information security and ICT has recently 

converged. A new type of cyber crime is appearing and security 

accidents are rapidly increasing because of security problems such as 

cyber-attack or Insiders‟ leakage, etc. Furthermore, there are new 

security threats by authorized employees, not external attacks such as 

existing hacking. Therefore, we present information security 

curriculum taxonomy by designing balanced information security 

curriculum to cultivate talented people for specialized security 

management who can cope actively with advanced information threats 

in this paper.  
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I. INTRODUCTION 

S the new type of cyber crime is appearing with the 

increase of vulnerabilities from the change of information 

security environment, the number of security accidents and the 

amount of them are significantly increasing caused by security 

accidents such as cyber-attack or insiders‟ leakage, etc.  

The trend of information security is that the advanced security 

threats is happening in the industry embedded with IT and the 

damage arising from industrial technology outflow is increasing 

as well as technical issues.  

However, structure for cultivating workforce who can cope 

with these security problems in information security sector has 

not been organized. 

In particular, the subject of existing information security has 

been focused on the contents of the technology, and the subject 

related to security management and security control is very 

scarce. In order to solve this problem, there is a need for the 

information security curriculum that balances technical parts 

and managerial parts by developing an extensive information 

security education.  

So, in this paper we develops the balanced information 

security curriculum and taxonomy to cultivate intelligent 

talented person of security management who can deal with 

advanced threats  

In detail, we study and develop information security 

curriculum adequate for domestic circumstances in Korea by 

conducting previous studies of existing information security 
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curriculum and taxonomy, reflecting results from expert panel 

discussion and allocating technical subjects and managerial 

subjects for balanced information security curriculum. 

II. PREVIOUS STUDY 

We develop previous studies to analyze how existing 

information security curriculum is made up.  

 We analyze curriculum of university in domestic and foreign 

countries, graduate school and a private educational institutions 

in order to get information about various information security 

curriculum. The number of curriculum investigated is total 51, 

36 in domestic and 15 in foreign countries. 

Moreover, we investigate and analyze the study of Lee and 

Shin [2] to classify information security curriculum that is 

finally drawn into curriculum required by occupational 

classification 

In this paper, information security profession is classified 

into 7 types of occupational classification based on 

NICE(National Initiative for Cybersecurity Education) 

adequate for domestic circumstances: 'Security Provision', 

'Protect and Defend', 'Investigate', 'Collect and 

Operate(collection/decryption)', 'Analyze', 'Operate and 

Maintain', 'Oversight and Development'. 

III. DESIGN AND DERIVATION OF INFORMATION SECURITY 

KNOWLEDGE CLASSIFICATION 

A. Research Methodology 

 A methodology for derivation of information security 

curriculum taxonomy is as follows. First, We conduct 

investigation  of previous study about domestic & 

international information security curriculum and occupation. 

Next, We design information security curriculum which is 

appropriate for domestic circumstance through 4 design step of 

information security curriculum based on investigation and 

analyzed contents in previous study. We conduct verification 

about information security curriculum through making an ad an 

advisory committee. Lastly, We derive information security 

curriculum classification after connecting necessary curriculum 

by occupation considering analyzed information security 

occupation classification through previous study. 
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B. Design and verification of Information security curriculum 
 

For verifying validity and designing information security 

curriculum, we conduct design of information security 

curriculum through 4 step based on surveys in previous study. 

In first step, It is integrated and arranged with connecting 

only 1 curriculum name in case which similar curriculum is 

written differently based on curriculum data of educational 

institution for information security including domestic & 

international university, graduate school and private education 

institutions investigated in previous study. 

In second step, curriculum classification including detailed 

curriculum through data of previous study about information 

security curriculum is derived. Curriculum classification is 

divided into 3 types  including computer engineering, business 

administration and information security and each types is 

subdivided again . 

In third step, verification is conducted by expert depth 

interview and an advisory committee based on information 

security curriculum taxonomy derived in second step. It 

supports to evidence of unification as adding similar 

curriculums to core curriculum in the cases which have similar 

curriculums and including missing curriculum through adding 

and verifying it by the steps. 

Also, existing computer engineering and business 

administration are integrated as general curriculum and  

information security  replaces as information security specialty 

curriculum.  

In fourth step, previous studies of curriculum based on the 

design of information security curriculum completed in final 

verification are arranged. For designing final curriculum, the 

data is arranged in this order of core subject ~ similar subject ~ 

previous study subject. 

We proceed to design information security curriculum in 4 

steps and derive total 50 curriculum including 15 general 

curriculum and 35 information security specialty curriculum. 

general curriculum consists of computer engineering and 

business administration through expert depth interview and 

opinions of an advisory committee. 

C.  Connect of necessary curriculum by information security 

occupation classification.  

For deriving information security curriculum classification, 

We conduct the investigation of previous study about  existing 

information security occupation classification. As considering 

the future converged environment and business management as 

well as technology security among various previous studies, we 

reclassify occupational types and necessary capabilities based 

on NICE(National Initiative for Cybersecurity Education) 

which consist of job classification in American and refer to 

study result of Lee and Shin[2] which conduct the study for  

securing validity. 

In this study,  Information security occupation classification 

is classified into 7 occupation classification including  'Security 

Provision‟, 'Protect and Defend‟, 'Investigate‟, 'Collect and 

Operate‟, , 'Analyze‟, , 'Operate and Maintain‟ , and 'Oversight 

and Development‟. We reclassify 35 specialty curriculum 

except for  general curriculum among 50 curriculums derived in 

3.B section . 

IV. CONCLUSION 

We integrate information security curriculum derived in 3 

chapter and the result of  curriculum classification according to 

information security occupation classification based on NICE . 

Through an advisory expert committee meeting, We derive final 

information security curriculum taxonomy by selecting core 

curriculum which  determine character of each occupation 

classification and relative priority curriculum when compared 

with another occupation classification.    

Lastly integrating the results and summarizing derived final 

information security curriculum taxonomy is as follows. 

In 'Security Provision' curriculum, core curriculum of 

occupation classification is 'Design and Development of 

information security system' and priority curriculum are '

 Electronic Signature' , 'Computer Security', 'System Security', 

'Database Security', 'Network Security ', 'Web Security', 'Digital 

Contents Security', 'Mobile Security', 'infrastructure Security', 

'Cloud Security', and 'Convergence Security' . In 'Protect and 

Defend' curriculum, core curriculum of occupation 

classification is 'Cyber risk management' and priority 

curriculum are 'Hacking and Virus', 'reverse engineering 

technique' and 'reverse engineering technique'. Also, in 

'Investigate' curriculum, Core curriculum of occupation 

classification is 'Cyber investigation' and priority curriculum is  

'Digital Forensic' . In 'Collect and Operate' curriculum, Core 

curriculum of occupation classification is 'reverse engineering 

technique' and  priority curriculum is 'cryptology'. 

The core subject of „Analysis‟ occupational classification is 

„Evaluation of Information Security System‟, and the priority 

subjects are „Information System Security Audit‟ and 

„Information Security Diagnosis and Consulting‟. 

The core subject of „Maintain‟ is „Information Security 

System Operation Management‟ and the priority subjects are 

not derived.  

Lastly, the core subject of „Oversight and Development‟ 

occupational classification is „Security Economics‟ and the 

priority subjects are „Information Security Policy‟ and 

„Information Security Management System‟.  

The application of balanced information security curriculum 

taxonomy can successfully cultivate talented people for 

specialized security management who can cope with new 

security threats such as APT or industrial technology outflow 

with the convergence of industry and technology. 
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