
  
Abstract—We propose a mapping algorithm using multi-

thresholds that are determined by incorporation with pseudo-random 
bits. We utilize Dynamic Time Warping (DTW) in our scheme. The 
challenge of using DTW in a cryptosystem is that a template must be 
useful to create a warping function, while it must not be usable for an 
attacker to derive the cryptographic key. In this work, we propose a 
hardened template to address these problems. We evaluate our 
scheme with a public database: The MIT mobile device speaker 
verification corpus available from MIT. We compare the hardened 
template with the other protected templates: time-domain and one-
way function templates. The experimental results show that the error 
rate of our template is noticeably lower than the others. 
 

Keywords—Cryptographic key, Speaker recognition, User 
authentication. 
 

I. INTRODUCTION 
 TYPICAL biometric authentication system consists of 
two phases: enrollment and verification.  During the 
enrollment phase, a user provides the system with 

biometric data, from which features are extracted and a 
template is created and stored. During the verification phase, 
users who claim to be authentic users would scan their 
biometric data again, and the same feature extraction 
algorithm is applied. The results are then compared with the 
stored template. If they are sufficiently similar, the matching 
algorithm accepts the user or rejects otherwise.  

To date, it is well known that biometric systems are 
vulnerable to attack.  In particular, the security of biometric 
templates is a topic of rapidly growing importance in the area 
of user authentication.  

For speech signals, we can store time-domain features 
such as Energy and Zero Crossing Rate [3, 5]. These features 
cannot be inverted to the original signal or transformed to 
frequency-domain features that are used to derive the key. 
However, the robustness is decreased, because the speech 
signal is usually distorted by noise. For robustness, we have to 
use frequency-domain features as a template, but those 
features can be inverted to the original template. In this paper, 
we propose the frequency-domain features as a stored 
template that cannot be inverted to the original template for a 
dynamic time warping (DTW) based user authentication 
system. The optimal algorithm is proposed to perturb the 
original template by removing some frequency-domain 
features from the template that refers to as a hardened 
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template. This template will be used as a keying signal in 
DTW process. The Discrete Fourier Transform (DFT) and the 
inverse DFT will be used to create a stored or hardened 
template.  

The other problem is the correlation among features. In [2, 
6], the author reported that “an iris code usually has a run 
length of 8 consecutive ‘1’s or ‘0’s.” In other words, the 
binary seem to repeat the previous result. We address this 
problem by proposing a mapping algorithm using multi-
thresholds that are determined from pseudo-random bits. 
Hence, the algorithm can generate a binary string that an 
observer cannot predict. 

In this work, we focus on how to reliably, securely, and 
randomly (in the context of cryptography) generate a binary 
string from speech. The DTW will make our scheme more 
reliable while the hardened template maintains security. 
Finally, a multi-thresholds scheme will help our scheme 
generate a binary string unpredictably to maximize the 
entropy of the template. 

II.  BIOMETRIC KEY GENERATION 
Our design can be overviewed as two phases: training and 

verifying. The biometric key generation is in the training 
phase indicated in Fig. 1. Users provide their training pass-
phrases that are repeated l+1 times to the system. Feature 
extraction is the first process to derive cepstrum and DFT 
features [5, 9, 13]. This process involves digital signal 
processing detailed in the following.  

For the sampling rate of 8 kHz, we use 240 samples per 
frame that are shifted every 80 samples. Each frame contains 
12 cepstrum and 121 DFT features. The system is initialized 
by using one of the training utterances as the keying signal 
stored as DFT features of m frames, called DTW template, 
then performs DTW to the rest of training utterances. We use 
cepstrum features derived from warped signals (utterances) in 
the mapping process. The cepstrum features of each utterance 
will be mapped to a binary string of length m called a feature 
descriptor. Lastly, l feature descriptors are used to define 
distinguishing features, features that the user can reliably 
generate. The binary string of distinguishing features derived 
from the training utterances is called distinguishing 
descriptor. The mapping and defining distinguishing 
descriptor procedure are detailed in Section II-A and II-B.  

We initialized the template by using a full set of DFT 
features as a DTW template. To the rest of this paper, we refer 
a full set of DFT features template to as a full template. 
Ideally, if the template is completely useful for an attacker to 
derive the cryptographic key, all bits of distinguishing features 
derived from the template will correspond to all bits of the 
distinguishing descriptor. Practically, most of them will 
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correspond if we use a full template. Hence, the template has 
to be perturbed which is what we call hardening the template. 

As the simplest attack is a random pass-phrase attack, we 
set the goal of hardening the template by the following 
statement: “The attacker utilizing a hardened template should 
not be better than a random pass-phrase attack where the 
attacker randomly select the other pass-phrases except the 
correct pass-phrase to generate the key.” Specifically, let the 
number of bit derived from a random pass-phrase and a DTW 
template that corresponds to the distinguishing descriptor be 
RP and DT; the system should yield DT as less than or equal 
to RP where RP is a fixed threshold. The RP threshold can be 
determined by experimentation that provides a full template as 
the keying signal and then defines a distinguishing feature. 
The number of bits of a random pass-phrase descriptor (a 
feature descriptor derived from a random pass-phrase) 
corresponding to the distinguishing descriptor on average is 
used as the RP threshold. To guarantee that utilizing a 
frequency-domain feature as a hardened template is more 
robust than utilizing a time-domain feature template as we 
claim. The distinguishing descriptor D derived from our 
scheme should exceed some thresholds. This threshold can 
also be determined from the experimentation. At least, this 
threshold should be greater than a time-domain distinguishing 
descriptor TD derived by using a time-domain feature 
template. However, it cannot exceed a frequency-domain 
distinguishing descriptor FD derived by using a full template 
in frequency-domain. Hence, the threshold should lie between 
TD and FD. For now, let that the suitable threshold is T. If 
these conditions hold, DT ≤RP and D > T, the template will 
not help the attackers as they just using a random pass-phrase 
attack is easier (better). For this reason, if DT is greater than 
RP, the template will be hardened as detailed in Section II-C. 
In addition, the biometric will be rejected if D is less than or 
equal to T, because the system cannot find a suitable length of 
the distinguishing feature from the biometric. After each step 
in hardening the template, the hardened DTW template, or 
DTW template in Figure 1 will be the keying signal of the 
training pass-phrase and the process will be re-started until the 
conditions are met. Finally, the IDFT of the hardened DTW 
template is stored as a hardened template and 2n-1 
distinguishing descriptor, where n = 3, 4, . . . will be selected 
based on feature variation to form a binary string S. 

Once the hardened template is set, a pseudo-random key k 
is generated and then encoded properly denoted by E(k). In 
our case, we use BCH code [10]. The encoding code E(k) has 
to tolerate error within Hamming distance (H), a maximum 
number of bit differences between a distinguishing descriptor 
and a feature descriptor of a legitimate user. For the next step, 
the distinguishing descriptor S and the encoding code E(k) 
will be hidden using an XOR operation and then stored as a 
lock data denoted by L. Only the user with a feature descriptor 
S′ that is sufficiently similar to a distinguishing descriptor 
within Hamming distance (|S−S′|≤H ) can unlock the L and 
correctly decode the key. We refer to the fuzzy commitment 
scheme [8] for more detail. 
 

 
 

Fig. 1 Biometric key generation in training phase 
 

A. Multi-thresholds generation 
We select a set of thresholds in such a way that the entropy 

of the biometric template is maximized. According to [7], the 
entropy of the biometric template can be understood as a 
measure of the number of different identities that are 
distinguishable by a biometric system. Hence, the set of 
thresholds that is used in mapping process should yield a 
binary string that appears to be random in a context of 
cryptography. 

We first generate pseudo-random bits p ∈ {0, 1}m using 
algorithm in [1]. Next, a set of thresholds is selected based on 
the criteria that a query biometric will be mapped to a binary 
string that is close to p. Finally, the pseudo-random bits will 
be securely deleted. As the mapping algorithm simply maps a 
feature to ‘1’ if the feature is greater than a threshold and ‘0’ 
otherwise, hence we select a threshold to be lower than the 
mean of that feature if a corresponding pseudo-random bit is 
‘1’ and greater than the mean otherwise. Specifically, to 
generate the multi-thresholds for user j, let μ j(i) and σ j(i) be 
the mean and standard deviation of the linear combination of 
the cepstrum features of ith frame over l training utterances, the 
algorithm executes as follows: 

1)  Generate pseudo-random bits p ∈ {0, 1}m using 
algorithm in [1]. 

2)  Set the multi-thresholds Tj(i) = μ j(i)+(−1p(i))kσ j(i) 
for some parameter k > 0 

3)  Securely delete pseudo-random bits 

B. Mapping the biometric to a binary string 
The following algorithm is used to map cepstrum features 

to a binary string and to define D, the distinguishing 
descriptor for user j with l training utterances.  

1) Perform DTW to the training utterances. 
2) For each frame of kth training utterances, let fj,k(i) 

represented the cepstrum feature, where i = 1, . . ., 
m is the number of frame. Compute f′ j,k(i) from the 
linear combination of f j,k(i). 

3) Generate multi-thresholds Tj (i), i = 1, . . . , m using 
the algorithm in Section II-A. 

4) Compute the ith feature, φj,k(i) = f′ j,k(i)-Tj (i). 
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5) Binarize φj,k(i)  to the feature descriptor, bj,k(i), by 
testing whether φj,k(i)  is positive or negative. Map 
to ‘1’ if it is positive and ‘0’ otherwise. 

6) For the training utterances, determine XORing of , 
bj,k(i), for k = 1, . . . , l. If the XORing of bj,k(i) is 
zero, the ith feature will be distinguishing feature 
and set Bj (i) = bj,k(i), otherwise Bj (i) = ⊥. 

7) Determine D, the number of bits that Bj (i) ≠ ⊥. If 
D is less than or equal to T, reject the biometric. 

C. Hardening template 
As described earlier, the DFT features should be used to 

create a template to be a keying signal. The template is m 
frames of 121 features each. We need to store a hardened 
template in order to set the time alignment to the input signal 
using DTW technique. This template should not be 
transformed to original template. The straightforward way is 
to enumerate over m frames of the original template then 
choose a set of optimal features that yield DT≤RP, but the 
computational time is not possible. Hence, the optimal search 
algorithm should be employed. In [4], [14], there are good 
examples of a search algorithm for selecting the feature. We 
choose a Sequential Backward Search (SBS) that is a top 
down search procedure starting from the full set of features 
and remove one feature per step until the condition is met. By 
using SBS, it is easy to terminate the program under the 
assumption we described earlier. We remove a DFT feature 
that maximizes DT each step until DT less than or equal to RP. 
Notice that in the algorithm we state that “remove the feature 
that minimizes DT”, because when this feature is removed, DT 
derived from the rest of the features is minimized. The 
algorithm for hardening a template is described by the 
following steps:  

1) Initialize by setting one of the training utterances as 
a DTW template, a set of DFT features.  

2) Remove one of the features from the DTW template 
that minimizes DT by performing the algorithm in 
Section II-B.  

3) While DT > RP go to step 2.  
4) Terminate, the IDFT of the remaining features is 

stored as the hardened template.  
5) Define 2n-1 the least variation of the distinguishing 

features, where n = 3, 4, . . . to form binary string S. 
6) Set the lock data, L = E(k)⊕S, where E(k) is the 

encoded key and  ⊕ denotes XOR operation.  
7) Securely delete a set the training utterances.  
8) Store L, Tj , and the hardened template in the 

database. 

 
 

Fig. 2 Biometric key retrieval in verification phase 

III. BIOMETRIC KEY RETRIEVAL 
The biometric key retrieval process is in the verification 

phase indicated in Fig. 2. The user requests the template from 
the database that contains the hardened template, the multi-
thresholds, and the lock data. Then the system performs DTW 
to user’s pass-phrase. The signal that resulted from DTW is 
executed using the algorithm in Section II-B to generate the 
feature descriptor, and the feature descriptor of the 
distinguishing feature will be XORed with the lock data. The 
next step is the decoding process. If the error is within 
Hamming distance, the key can be correctly reconstructed. To 
check whether the key is identical to the key generated in the 
training phase, we checked the hash function [11, 12]. In the 
training phase, the initialized key, k, of user j was stored as 
h(k). Once the key k′, is regenerated from the verification 
phase, the system checks to see whether h(k) = h(k′). If h(k) = 
h(k′), the key, k′, is correct.  

IV. EXPERIMENTS AND RESULTS 

A. Datasets 
The MIT mobile device speaker verification corpus [16]: 

This database was collected from 48 speakers (22 females and 
26 males). The utterances were recorded in three acoustic 
environments: office, lobby, and intersection via two types of 
microphones: external earpiece headset and built-in mobile 
device. The database consists of two sets: a set of enrolled 
users and a set of dedicated imposters. For the enrolled set, 
speech data was collected over two sessions on separate days 
(20 minutes for each session). For the imposter set, users 
participated in a single 20 minutes session. There are six lists 
of pass-phrases that were varied by three environments and 
two types of microphones. We select the first list to our 
experiment because it provided pass-phrases that were said by 
the same speaker multiple times under the same environment 
(office). So, we can use this list in the training and the testing 
phase. 

B. Experimental results 
We use a pass-phrase that is repeated four times in session 

I as the training pass-phrase. The same pass-phrase is used as 
a verification pass-phrase that is repeated four times in session 
II. To investigate the performance of the system, we use the 
same pass-phrase uttered by other speakers in session I to 
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evaluate the imposter trial. The number of imposters that is 
available in the database varies from 1 to 6. In addition, we 
use six pass-phrases that are different from the verification 
pass-phrase to evaluate the random pass-phrase trial. 

We set the length of binary string to 127 bits.  
Nevertheless, some pass-phrases cannot generate the binary 
string of that length. In this case, the algorithm should reject 
these pass-phrases. However, this experiment aims to compare 
the performance of various templates. The system 
performance is not a critical issue so that we use a zero 
padding scheme to adjust the lengths of binary string of these 
pass-phrases to those lengths. In our case, we use BCH code 
so that we can set the code word to 127 bits. We compare the 
performance of the hardened template with the full, the time-
domain, and the one-way function template. Note that, the full 
template is an insecure template and the others are secure. The 
full template contains m frames of 121 DFT features. For the 
hardened template, 121 features of the full template are 
reduced to 9 features on average. We use the time-domain 
energy as the time-domain template. For the one-way function 
template, the one-way function we use is a simple hash 
function that uses the vector of each frame (the full template) 
as the input and outputs the summation of the vector of each 
frame. 

TABLE I 
EQUAL ERROR RATE (EER) OF THE VARIOUS TEMPLATES.  NOTE THAT IN THE 

FIRST COLUMN  * INDICATES INSECURE TEMPLATE. 
 

Template Equal Error Rate (%) 
Random Imposter 

Hardened 4.43 13.14 
Full* 3.62 12.75 

Time-domain 6.22 15.59 
One-way 8.24 21.44 

 
TABLE I shows the performance of the full, the hardened, 

the time-domain, and the one-way function template. The 
results show that the EER of our scheme noticeably 
outperforms the time-domain and the one-way function 
template. When comparing our scheme to the full template, 
the performance of our scheme is slightly degraded. However, 
the full template is an insecure template. 

V.  CONCLUSION 
The performance of the system is increased by using the 

DTW, which is accepted as the most robust for speaker 
dependent verification. The challenge in using the DTW in a 
cryptosystem is that the template to create a warping function 
will leak information to an adversary. The hardened template, 
which cannot be reversed to the original signal, is proposed to 
address this problem.  We compared our template with full, 
time-domain, one-way function templates. The full template 
yielded the best performance while ours had the second best 
results. However, the difference between the full template and 
ours was slight (0.39% for imposter trial). We noted that the 
full template is not secure and it leaves all the biometric 
information (a full set of DFT template) in the system.  
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