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Abstract— In this paper, we proposed the method for classifying a 

file format from file fragments. The proposed method can be 
summarized the SVM classifier based new features that are the slope 
of the cumulant histogram of the histogram difference and 
approximation parameterα of βdistribution approximation. The 
performance of the proposed feature vectors were evaluated by the 
classification rate of the SVM classifier and was compared that of 
SVM classifier by classical feature vectors.  
 

Keywords—file fragment, histogram, difference, SVM classifier, 
feature vector.  

I. INTRODUCTION 
OMPUTERS deal with a huge number of file formats that 
transmit between networks. Without correct file type 
detection, the security in computers and networks will not 

be achievable. File type detection is a building block in proper 
functionality of operating systems, firewalls, intrusion 
detection systems, anti-viruses, filters. It is also an important 
topic in computer forensics and disk carving applications 
where not only type identification of a computer file as a 
whole is important, but type detection of file fragments is also 
very important. Computer files are indeed stored at random 
places in storage media, and some parts of deleted files may be 
rewritten by other data 

Although there are many applications dealing with type 
detection of computer files, there are very limited methods for 
file type detection. Methods of file type detection can be 
categorized into extension-based, magic bytes-based, and 
content-based [1], [2]. Extension-based and magic bytes-based 
methods are traditional methods that are extensively used in 
Windows and UNIX operating systems, respectively. The 
content-based approach is still an active area for research. It is 
the only way for type detection of spoofed files whose contents 
do not match with their claimed types. 

 There is a theme running through the research that results in 
identifying file fragment types has been universally poor. 
Many investigations have simply excluded these fragment 
types from their corpora. It can be observed that there has been 
a trend towards specialized approaches for each file type [3]. 
Analysis of byte frequency distributions has often proved 
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insufficient to classify fragment types, and the unique 
characteristics of particular file formats have increased 
recognition accuracy. It becomes apparent that in many cases 
neither the digital corpora used nor the software developed is 
publicly available. It is therefore not possible to validate the 
research nor do a direct comparison against the methods which 
we develop. In addition, many results have been derived from 
small sample sets and thus the results may not be universally 
applicable. These observations lead us to design our 
investigation in a manner which will avoid such criticisms. 

The idea of using examination of the byte frequency 
distribution (BFD) of a file to identify a file type was 
introduced by McDaniel [4]. The BFD is simply a count of the 
frequency of occurrence of each possible byte value (0–255) 
giving a 256 element vector. Several of these vectors are 
averaged by adding corresponding elements and dividing by 
the number of vectors to give an average vector or centroid. 
For each byte-value the correlation between byte frequency in 
each file is also recorded. These vectors were taken to be 
feature of that file type and termed the ‘fingerprint’ for that 
type. The BFD of an unknown file type is subtracted from the 
fingerprint and the differences averaged to give a measure of 
closeness. Another fingerprint was developed using a byte 
frequency cross-correlation (BFC) which measured the 
average difference in byte pair frequencies.  

In statistical approach to identify file fragments [5] used the 
mean and standard deviation of BFD to model file format. 
Their method is based on the data fragments of files and does 
not need any metadata.  Most works on the file fragment 
identification to data has to solve the classification problem 
using a combination of machine learning techniques and 
statistical feature analysis. For example, [6] proposed the 
method to identifying file fragment using the rate of change 
(ROC) as feature and a clustering algorithm as machine 
learning technique. We shall see that developing such 
specialized approaches to identify file fragments when used in 
similar applications such as movie file formats.  

In this paper, new features to identifying file format by 
contents are proposed and applied to support vector machine 
(SVM) as machine learning. Section II briefly describes SVM. 
Our method are presented in section III. The simulation results 
are given in section IV and section V provides the conclusions. 

II. BRIEF INTRODUCTION OF SVM 
SVM are a set of related supervised learning methods that 

analyze data and recognize patterns, used for classification and 
regression analysis. The original SVM algorithm was invented 
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by Vladimir Vapnik and the current standard incarnation (soft 
margin) was proposed by Corinna Cortes and Vladimir Vapnik. 
The standard SVM is a non-probabilistic binary classifier, i.e. 
it predicts, for each given input, which of two possible classes 
the input is a member of. Since an SVM is a classifier, then 
given a set of training examples, each marked as belonging to 
one of two categories, an SVM training algorithm builds a 
model that predicts whether a new example falls into one 
category or the other.  

Intuitively, an SVM model is a representation of the 
examples as points in space, mapped so that the examples of 
the separate categories are divided by a clear gap that is as 
wide as possible. New examples are then mapped into that 
same space and predicted to belong to a category based on 
which side of the gap they fall on. 

More formally, a support vector machine constructs a 
hyperplane or set of hyperplanes in a high or infinite 
dimensional space, which can be used for classification, 
regression or other tasks. Intuitively, a good separation is 
achieved by the hyperplane that has the largest distance to the 
nearest training data points of any class (so-called functional 
margin), since in general the larger the margin the lower the 
generalization error of the classifier. 

Whereas the original problem may be stated in a finite 
dimensional space, it often happens that in that space the sets 
to be discriminated are not linearly separable. For this reason it 
was proposed that the original finite dimensional space be 
mapped into a much higher dimensional space presumably 
making the separation easier in that space. SVM schemes use a 
mapping into a larger space so that cross products may be 
computed easily in terms of the variables in the original space 
making the computational load reasonable. The cross products 
in the larger space are defined in terms of a kernel 
function which can be selected to suit the problem. The 
hyperplanes in the large space are defined as the set of points 
whose cross product with a vector in that space is constant. 
The vectors defining the hyperplanes can be chosen to be 
linear combinations with parameters of images of feature 
vectors which occur in the data base. With this choice of a 
hyperplane the points x in the feature space which are mapped 
into the hyperplane.  

Note that if kernel function becomes small as data grows 
further from test point, each element in the sum measures the 
degree of closeness of the test point to the corresponding data 
base point. In this way the sum of kernels above can be used to 
measure the relative nearness of each test point to the data 
points originating in one or the other of the sets to be 
discriminated. Note the fact that the set of points mapped into 
any hyperplane can be quite convoluted as a result allowing 
much more complex discrimination between sets which are far 
from convex in the original space. 

III.  PROPOSED METHOD 
 Our method is very simple. The first step of our method is to 
compute the BFD from the given fragment. Then the result of 
the BFD is normalized by pre-processing.  

 It also calculates a histogram difference (HD) as a classic 
feature vectors, as described in [6]. HD represents the rate of 
change between adjacent BFD data. Algorithm using the most 
BFD far mainly utilized the HD as the main feature vector. It is 
also possible to add the statistical properties such as variance 
or standard deviation of the BFD data if necessary. 
 

 
Fig. 1 Schematic diagram of the proposed method 

 

It is also possible to add the statistical properties such as 
variance or standard deviation of the BFD data if necessary. 

When it used as a feature vector under the framework of the 
classical statistical properties, files with high entropy as 
compressed files cannot be classified as much as low entropy 
files.  

In particular, in the case of a video file that you want to 
classify in this study, it is equipped with all of the compressed 
file format, and has a high Entropy. Therefore, by using 
classical statistical properties, it is not possible to implement 
high performance of file fragment identifier. 

In order to overcome this disadvantage, we proposed the 
cumulant slope of histogram (CSoH) as feature vector which is 
the slope of accumulated HD as in (1).   

 

Slope(ℎ𝐴𝐷) = (ℎ𝐴
𝐷(255)−ℎ𝐴

𝐷(0))
255

                                              (1) 
 

where �ℎ𝐴𝐷(255)− ℎ𝐴𝐷(0)� and 255 are the changing rate of 
HD and maximum ASCII code value respectively. Another 
feature vector is the approximate parameter 𝛂 that is a value 
obtained from the process of the β distribution approximation 
of HD. 
 In this study, experiments were carried out to evaluate the 
performance of the proposed file classifier. First, the file 
format for the experiments was determined MKV, AVI, and 
RMVB. The three files, accounts for 90% of the video file 
format, has high entropy, it is difficult file to classify the type 
of file. In each files were selected randomly, file fragments are 
created by splitting the files into pieces as each 0.5Mbyte 
1Mbyte, 2Mbyte and 3Mbyte.  
 Experiments were carried out through the process of Fig. 1. 
First, it was performed in the case of using a classical feature 
vectors and the case of using the proposed feature vectors in 
this study. Also, experiments were carried out for linear kernel 
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and polynomial kernel in order to observe the effect of kernel 
functions that play an important role in the classification of 
SVM. Fig.1 (a) and (b) are the results when using a linear 
kernel, and (c) and (d) are results when using polynomial 
kernel. Comparing the experimental results, it shows that the 
results by a linear kernel is better performance than the results 
by polynomial kernel.  

IV. EXPERIMENTAL RESULTS 

 
From a different perspective, Fig. 1. (b) and (d) are the 

experimental results using the proposed feature vectors in this 
research, Fig. 1 (a) and (c) is a result of using the classic 
feature vectors. Comparing the experimental results, it shows 
that the results by our feature vector is better performance than 
the results by classical feature vector.  

From experimental results of the proposed feature vector 
and linear kernel, RMVB file show high classification rate in 
the order of MKV and AVI file. In observation of Fig. 1 (a), 
the smallest file fragment, 512kbyte in RMVB file shows the 
highest classification rate in 512Kbyte. From Linear kernel 
experimental results, it can be observed that is hardly affected 
by the size of the file fragments when using the proposed 
feature vector than classical feature vector.  

Especially RMVB file MKV file, shows a similar 

classification rate that hardly affected file fragments. Also, in 
case of a polynomial kernel, it can be observed that it is hardly 
subjected to fragmentation effect of the size of both MKV and 
RMVB files. We conjectured that the reason, which is above 
two these files not affected by the size of the file fragment, 
even though fragments of the file size is small, is that odd 
features of the file is included in the feature vector. 

As a result, in the SVM system for classifying a file type, it 
is possible to observe that a method by the proposed feature 
vector is the higher classification rate than that of by the  

 
classic feature vector. 

More detailed data about the experiment, please refer to the 
Table I and Table II. In tables, one can observe that 
Experimental data of all classifiers are also consistent. This 
means that the classifier by our feature vector is consistency in 
its performance. 

V. CONCLUSIONS 
In this paper, we proposed the method for classifying a file 

format from file fragments. The proposed method can be 
summarized the SVM classifier based new features that are the 
slope of the cumulant histogram of the histogram difference 
and approximation parameterα of βdistribution approximation. 
The performance of the proposed feature vectors were 
evaluated by the classification rate of the SVM classifier and 

(a) (b) 

(c) 
 

(d) 
Fig. 2. Experimental results of movie file classifiers by classical feature vectors and the proposed feature vectors 
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was compared the classification rate of SVM classifier by 
classical feature vectors. In comparison of performance, the 
SVM classifier by our feature vectors showed much higher 
classification rate than by a classic feature vector. The 
proposed method can be applied widely in the fields of the 

recovery of multimedia files, investigation of digital crime and 
digital forensics.  

 
 
 

 
TABLE I 

EXPERIMENTAL RESULTS OF SVM BY CLASSICAL FEATURES WITH LINEAR AND POLYNOMIAL KERNEL. 
 3MB Avg. 2MB Avg. 1MB Avg. 512KB Avg. 

RMVB 

82% 84% 

86% 

83% 68% 

77% 

80% 70% 

80% 

55% 71% 

84% 
84% 80% 76% 68% 77% 76% 86% 70% 
79% 85% 72% 62% 72% 78% 66% 88% 
82% 87% 88% 82% 72% 67% 67% 62% 
84% 82% 79% 68% 78% 83% 74% 82% 

AVI 

65% 43% 

72% 

68% 68% 

60% 

61% 64% 

65% 

31% 50% 

48% 

64% 74% 74% 74% 74% 51% 66% 35% 

66% 73% 71% 78% 70% 73% 61% 49% 

53% 69% 81% 9% 58% 74% 55% 16% 
73% 76% 64% 53% 43% 56% 74% 26% 

MKV 

88% 80% 

86% 

76% 93% 

85% 

98% 90% 

93% 

98% 98% 

95% 
83% 88% 90% 85% 83% 98% 95% 98% 
85% 78% 95% 85% 93% 90% 90% 93% 
85% 90% 78% 83% 98% 93% 85% 95% 
80% 83% 78% 90% 88% 83% 98% 98% 

 
TABLE II 

EXPERIMENTAL RESULTS OF SVM BY PROPOSED FEATURES WITH LINEAR AND POLYNOMIAL KERNEL. 
 3MB Avg. 2MB Avg. 1MB Avg. 512KB Avg. 

RMVB 

94% 90% 

93% 

96% 97% 

94% 

90% 92% 

91% 

90% 89% 

90% 

91% 92% 90% 96% 94% 91% 88% 90% 

91% 91% 91% 95% 92% 94% 92% 94% 

94% 94% 94% 97% 88% 85% 88% 91% 

96% 94% 91% 88% 90% 95% 88% 89% 

AVI 

71% 50% 

62% 

60% 64% 

68% 

51% 44% 

58% 

48% 44% 

57% 

65% 60% 61% 55% 63% 26% 50% 64% 

36% 41% 61% 65% 64% 56% 56% 63% 

48% 49% 54% 58% 69% 45% 59% 54% 

69% 49% 68% 70% 80% 10% 56% 5% 

MKV 

85% 63% 

87% 

90% 90% 

88% 

95% 80% 

89% 

88% 63% 

86% 

80% 85% 73% 83% 82% 88% 85% 95% 

90% 85% 93% 93% 85% 85% 85% 86% 

85% 80% 73% 71% 82% 88% 83% 76% 

83% 78% 83% 71% 85% 70% 68% 78% 
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