
 

 

 

Abstract—The space shuttle challenger disaster of 1986 and 

similar incidents and their investigations suggest that ethical issues 

are important in technological fields.  Incidents of telemarketing 

fraud, identity theft, tax refund fraud and other unethical events have 

raised questions that deserve consideration.  As technological fields 

develop further, potential for their unethical use may rapidly increase. 

Study of ethical issues in the contexts of science, engineering and 

technological topics may be reviewed in higher education in order to 

make improvements.  A wide variety of contexts may be considered 

in order to achieve effectiveness for formal and informal education of 

ethics for diverse groups of learners.   If a learner faces difficulty in 

learning ethics in one context, he or she may get another chance with 

a context switch.  Both logical and behavioral aspects need to be 

emphasized when we study ethical and social issues.  Logical aspects 

provide clarity to the relationship among learning, right conduct, 

critical thinking, problem solving, spirit of enquiry, self-confidence, 

professionalism, employment, moral thinking, moral action and 

development of potentials for a leadership role in society. An 

emphasis on behavioral aspects is needed to inspire confidence in 

students and to instill practice of ethical conduct in every 

circumstance without any hesitation or excuse.  An effective teacher 

can inspire students to learn technical skills and practice ethical 

behavior in learning environments and professional life.     

 

Keywords—Fraud, identity theft, misconduct, technology.  

I. INTRODUCTION 

UMANS have shown interests in studying ethical and 

unethical behaviors for thousands of years.  Socrates, as 

described by his students, raised important ethical questions 
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more than 2400 years ago.   Thereafter, Plato and Aristotle 

made their contributions toward the discussion of ethics as 

recorded in Greek traditions.  In the 18th century, Immanuel 

Kant argued that right and wrong should be defined on 

principles and not on utilities [1].   However, irrational or 

impulsive behavior may play an important role in many 

unethical cases when there is no confusion about right and 

wrong.  Some well-known behavioral scientists, such as Dan 

Ariely, recognized the enormous complexity of ethical and 

social issues and intended to ―examine the rational cost-benefit 

forces that are presumed to drive dishonest behavior but . . . 

often do not, and the irrational forces that we think don’t 

matter but often do.‖ [2: page 7].  Most behavioral scientists 

realize that in addition to the rational analysis of cheating and 

other ethical misconduct, behavioral strategies are needed for 

dealing with unethical conduct in professional practice and 

higher education.  No doubt, ethical misconduct is rapidly 

rising, as reported in an article entitled ―Survey Finds 

Unethical Business Practices On The Rise‖ in The Wall Street 

Journal, May 23, 2012 [3].  The rapidly growing disorder of 

unethical conduct and unprofessional behavior has drawn 

considerable attention to the role of leaders in technology, 

industry, academia, and governments [3].  ―Part of the 

problem, of course, is that some leaders are out-and-out 

crooks, and they direct the malfeasance from the top. But that 

is rare. Much more often, we believe, employees bend or break 

ethics rules because those in charge are blind to unethical 

behavior and may even unknowingly encourage it‖ [4].   

Ethics may be described as the codes of behavior or 

principles of individual conduct by a professional group, an 

organization, a community, or a nation to which the individual 

belongs [5].  Paul and Elder define ethics as "a set of concepts 

and principles that guide us in determining what behavior 

helps or harms sentient creatures" [6]. Most professional 

associations including IEEE have written documents on the 

code of ethics [7].   Accreditation Board for Engineering and 

Technology (ABET) has specified ethical components in its 

accreditation requirements for the engineering and technology 

programs it reviews for colleges and universities [8].  Based 

on the ABET guidelines, most universities teach ethics with an 

emphasis on logical analysis of various aspects of the body of 

knowledge related to ethics. It is important to ask if the logical 

analysis is sufficient for changing the rising tide of unethical 

conducts without behavioral training [3].      

On October 8, 2015, Michael Horn, Volkswagen’s U.S. 

chief executive, told a US House subcommittee hearing that a 

deceptive piece of software was put into as many as 11 million 

Volkswagen vehicles worldwide in order to fool emission 

testing equipment as reported by the Los Angeles Times on 

October 9, 2015 [9].  Although the investigation has not been 
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completed yet, prominent roles of software engineers and other 

technical employees of Volkswagen are inferred.   The space 

shuttle challenger disaster of 1986 was thoroughly 

investigated. Various reports of the incident strongly suggest 

that ―unethical decision-making‖ can be inferred from the 

detailed accounts [10].  Incidents of telemarketing fraud, 

identity theft, tax fraud and other unethical events have raised 

important questions.  Can ethics education in colleges make a 

difference in the professional life of a graduate?  Can classes 

in ethics be expected to make students more moral?  Can 

ethics education make students more honest persons?   These 

questions are debatable and there are no easy answers to these 

questions.  

There are challenges associated with teaching ethics.   

However, formal and informal discussions on ethics can make 

students aware of the benefits of living in an ethical culture.  

As our student population becomes increasingly diverse, 

cultural differences make it imperative to discuss social and 

ethical issues in alternative contexts.  An instructor may not be 

able to turn a sociopath into a caring citizen. What can be done 

is perhaps more important- beginning a dialog about the role 

of ethics in an open society.  Our students should be able to 

enter a profession with sufficient clarity about ethical culture 

and professional conduct.   In addition, behavioral strategies 

may help students control their irrational behavior and reduce 

ethical misconduct [2].  It is expected that the combined 

effects of logical analysis of ethics and behavioral strategies 

can help to halt the rapid rise of unethical practices in the 

technological fields.  

   The main motivation for considering contexts in teaching, 

social and ethical issues is to provide contextual behavioral 

training with robust discussions of irrational aspects of 

unethical behavior and to reinforce and re-instill the ethical 

behavior in practice through rational arguments.  That is, the 

primary motivation is to help students in their struggle against 

irrational misconduct.   The secondary motivation is to 

enhance the learning environment with student centered 

contexts, stimulate spirit of enquiry, promote critical thinking 

and prevent cheating and other unethical behavior.  For 

graduate education, some repetition of foundational aspects 

from the undergraduate level is usually expected. However, 

repetition in different contexts may help weakly prepared 

students overcome irrational unethical behavior [2].    This 

paper investigates the relative merits of two alternative 

approaches to integrating ethical studies in various technology 

fields.  That is, a comparative study of dealing with all ethical 

and social issues in philosophical debates versus dealing with 

the same issues contextually in behavioral training combined 

with discussions for clarity.   The details of these approaches 

would be discussed in the light of recent publications in the 

area.  Instead of addressing intricate ethical issues broadly, 

most universities narrowly focus on plagiarism detection and 

prevention in a way that does not address the complexity of the 

problem with various related aspects [11].  We hope to avoid 

these mistakes.   We propose a teaching philosophy that 

promotes ethical training, professionalism and rational 

thinking so that a significant impact on the practice of cheating 

in higher education and professional misconduct in industry 

and government can be achieved.  The goal is to design an 

educational environment that will combine logical analysis 

with behavioral strategies in order to have a long-lasting 

influence on the awareness of the social, professional and 

ethical obligations and responsibilities entrusted to individuals 

who practice ethical conducts and global citizenship.  

II. ETHICAL PROBLEMS IN INDUSTRY, GOVERNMENT, AND 

ACADEMIA 

Social and ethical studies are among the most challenging 

research undertakings even when the good intention of 

investigators is not in doubt.  Ethical problems may remain in 

a carefully hidden layer of an organization.  It took more than 

six years to uncover that the Japanese electronics giant, 

Toshiba Corporation, was practicing ethical misconduct.  The 

Wall Street Journal reported on July 22, 2015 (page B2) that    

―Toshiba Corp. Chief Executive Hisao Tanaka resigned 

Tuesday, a day after an outside investigation said he and other 

current and former executives bore responsibility for an 

accounting scandal in which the Japanese industrial and 

electronics company overstated profit by more than $1.2 

billion over seven years.‖[12: page B2].  

Fortune Magazine named Enron "America's Most 

Innovative Company" for six consecutive years without 

recognizing the ethical problems with the company [13].  The 

unethical culture, fraudulent behavior and deceptions in Enron 

were finally revealed.   Enron grew from nowhere to be one of 

the largest American companies in 15 years.  ―But the firm's 

success turned out to have involved an elaborate scam.‖ [14].   

The space shuttle challenger disaster took place on January 

28, 1986 when the US NASA challenger orbiter blew up a few 

seconds into the flight. The Presidential Commission on the 

Space Shuttle Challenger Accident that investigated the 

disaster found that engineers and managers at the Marshall 

Space Flight Center had known about the flawed design of the 

some of the components of the spacecraft since 1977, but 

never discussed the problem appropriately—an obvious 

violation of NASA regulations [15]. NASA managers had 

known that contractor Morton Thiokol's design of the solid 

rocket boosters contained a potentially disastrous flaw in the 

O-rings, but they had failed to address this problem properly. 

Detailed accounts of the disaster have shown why the off-line 

telecom caucus by Morton Thiokol Management constituted 

an unethical decision-making forum that ultimately produced 

the management decision to launch the Challenger [10].             

In September 2015, the U.S. Environmental Protection 

Agency (EPA), disclosed that Volkswagen could face fines of 

as much as $18 billion for allegedly manipulating exhaust-

emissions tests.   EPA has initiated an investigation against the 

company. ―Volkswagen acknowledged that it installed 

software in some diesel-powered cars to make it appear that 

the cars met tough U.S. anti-smog rules, the EPA said.‖   as 

reported in The Wall Street Journal, September 22, 2015, page 

B1 [16].    Michael Horn, Volkswagen’s U.S. chief executive 

told a House subcommittee hearing on October 8, 2015 that a 

deceptive piece of software was put into as many as 11 million 

Volkswagen vehicles worldwide in order to fool emission 

testing equipment [9].   This complex case is yet to be 
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resolved. It does, though, have major implications for the 

involved software engineers and their professional conduct.  It 

appears that without the cooperation, support and active 

participation of software engineers, it would be impossible for 

Volkswagen to continuously produce cars with the cheating 

software.  There is no doubt that a thorough investigation is 

needed in order assess the true nature of the unethical conduct 

of the software engineers and other employees of the company. 

It is not known yet, if these engineers studied ethical issues in 

their formal education or if a culture of ethics was promoted 

by the management in the work environment.   

Ethical misconduct about international bribery involving 

Avon Products Inc., Wal-Mart Stores Inc., Ralph Lauren Corp. 

and many others have been reported in news media [17]-[18].  

Ralph Lauren Corp.  ―will pay an $882,000 penalty as part of 

an agreement with the U.S. Department of Justice and 

$734,846 to the Securities and Exchange Commission, which 

includes the amount of the alleged bribes paid and the value of 

the improper gifts [17].    Identity theft, cyber-crimes and other 

technology based misconduct are increasing worldwide at an 

alarming rate [19].  Often, crucial research results and other 

intellectual property are being stolen by foreigners and 

international gangs.  The US Internal Revenue Service (IRS) is 

facing a huge number of identity theft cases involving tax 

returns.  "On the good side, the IRS estimates it prevented 

$24.2 billion in fraudulent identity theft refunds in 2013. Still, 

the IRS actually paid out $5.8 billion in fraudulent refunds that 

it realized were fraudulent only later. Also, there may be 

fraudulent refunds not included in these numbers." These facts 

about tax returns were reported by Forbes magazine on 

February 19, 2015 [20].   A number of these cases have been 

prosecuted and most of the culprits have been sent to jail.  It 

would be interesting to know if these culprits ever studied 

ethical issues in their formal education.   

Educational organizations are also struggling with high 

incidents of unethical conducts such as plagiarism.   ―About 75 

percent of college students admit to cheating, suggesting that 

probably even more than three quarters of college students 

have done something against the rules to improve their 

grades.‖ [21]. It appears that current educational practices are 

not effective in controlling unethical behavior of students in 

higher education. They continue to practice ethical misconduct 

in the workplace when they graduate and find employment.     

III. TEACHING ETHICAL ISSUES IN CONTEXTS  

It is important to differentiate between two main approaches 

to teaching ethics as mentioned before: (1) a traditional 

approach to teaching ethics through philosophical discussions 

about good versus evil with a logical analysis of ethical issues; 

(2) an emerging approach that emphasizes behavioral training 

in context with clarifications of issues as needed. In the 

traditional approach, students learn about logical aspects of 

ethics which may or may not be effective in producing good 

ethical practice from the learners in a real life situation. 

Logical studies of ethical issues provide a foundation for good 

judgment in students. In the traditional approach, what is 

emphasized is students’ understanding of various issues and 

learning the concepts at higher levels in Bloom’s taxonomy 

[22].  Exams and tests are used to measure the success rate.    

In the emerging approach, what is emphasized is a 

combination of realistic behavioral training with enough 

explanation to justify the ethical behavior.  This includes 

introducing students to the concept of ethical pluralism and 

that it is legitimate for individuals and groups to arrive at 

different conclusions regarding the ethics of a given situation 

depending on which of several ethical theories they are using.  

For example, in a master’s degree course on Computer 

Security, students are introduced to Consequence-Based or 

Teleogical Theory and Deontology or Rule-Based Ethical 

Theory, and to the fact that each of these can be further 

subdivided into what is best for the individual and what is best 

for society as a whole or ―the greater good‖ [23].  They are 

then invited to analyze case studies from the different 

perspectives of these multiple ethical theories.   In an 

undergraduate course on Computer Ethics, small groups of 

students are required to analyze a series of ethical dilemmas 

which have deliberately broad statements and critical missing 

information, as is often the case in the real world. Groups of 

three or four students analyze the dilemmas together using 

several different ethical theories before arriving at a 

conclusion and presenting their recommendation.  When the 

recommendations are presented, it is not unusual for some 

students in the class to come to a different conclusion from the 

small group presentation, resulting in lively debate of the 

ethical issues.  This approach provides practice in considering 

alternatives for real-life technology-related ethical issues and 

provides understanding that there is not always agreement on 

ethics. 

In addition to logical studies of ethical issues, one may need 

behavioral training in order to avoid irrational unethical 

conduct that comes impulsively [2], [24].    Most behavioral 

scientists realize that in addition to rational analysis of 

cheating and other ethical issues, behavioral strategies are 

needed for dealing with unethical conduct in higher education 

and professional practice. The main motivation for considering 

contexts in teaching social and ethical issues is to effectively 

train students to avoid irrational behavior.  Contexts make the 

trainings more real and less abstract. Without the contexts, 

abstraction of trainings, rather than practical trainings may 

become a standard procedure.  

In software engineering, when students learn recursive 

functions, they acquire a very powerful method of solving real 

world problems. However, recursion is a fundamental process 

for programming computer viruses. It is in the context of 

teaching recursive functions that one can give the best possible 

training to students to avoid generating harmful computer 

viruses.  Without such contextual training, logical analysis of 

abstract ethical issues can be taught in a separate class in the 

traditional approach.  Also, the recursive functions can be 

taught without mentioning ethical issues [25-26].  However, 

what would be effective is a set of contextual behavioral 

trainings to avoid impulsive misconduct related to generating 

viruses. During such training, clarifications about ethical 

issues may be needed.  However, the most important 

contribution toward ethical behavior comes from the training 

component, as suggested by Ruiz, Martinez, Rodrigo and Diaz 
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[24].  An ethics training session should target specific behavior 

and should be reinforced by actions. When teaching recursive 

functions, a training session may focus on harmful effects of 

self-replication of virus programs and therefore train students 

to avoid self-replication of harmful programs.   A robust 

discussion of irrational aspects of unethical behavior may 

supplement the training in order to reinforce and re-instill the 

ethical behavior in practice.  However, without behavioral 

contextual trainings, students may become knowledgeable 

about the abstraction of the ethical issues which may not be 

effective in preventing misconduct or crimes. Most 

technological fields provide proper contexts in which the best 

behavioral training can be given.   We suggest a teaching 

philosophy that promotes ethics, rational thinking and 

professionalism so that significant impacts on irrational 

conduct can be achieved. The goal is to design an educational 

environment that will have a lasting influence on the awareness 

of the social, professional and ethical obligations and 

responsibilities entrusted to individuals who practice ethical 

conduct and global citizenship.  A study of different aspects of 

ethics by  Ruiz,  Martinez,  Rodrigo and Diaz suggests that 

―each of the individual program components—a code of 

ethics, ethics training initiatives and ethics-oriented 

performance appraisal content—were positively associated 

with ethical intent.  However, training had the single strongest 

influence on intent‖ [24].   Based on similar studies, one may 

argue that behavioral training contexts need to be emphasized 

in order to get the best results from teaching ethics in 

technological fields of study. Without such training, a static 

code of ethics will not be effective in blocking ethical 

misconduct.   However, for the best results from behavioral 

training, it may be necessary to concentrate on specific aspects 

in specific contexts in which the learners are weak.   In order 

to integrate contextual training in an academic program, it is 

recommended that every course have an ethical component.   

One dedicated course for ethics may be appropriate for 

philosophical discussions, but not appropriate for providing 

contextual training that is necessary for practicing professional 

conducts.   

Integrating ethics education at the course level, in the 

context of the subject matter of the course, offers additional 

benefits. In today’s highly globalized environment, an 

increasing number of projects and business transactions are 

international in scope and execution.  Many of them are 

conducted across borders among a variety of organizations.  

As a result, serious ethical conflicts emerge not only from 

ethnical cultural differences, but also from disparate 

organizational cultures and economic interests. Aspects of the 

Volkswagen case mentioned above may provide opportunities 

for designing good contextual trainings in multicultural 

settings in order to avoid future misconducts of similar nature. 

Ethical issues related to outsourcing, trade disputes and 

briberies are often more closely related to certain courses than 

others.  It is logical that such issues are analyzed in proper 

contexts.   To that end, each class itself can be considered a 

different cultural setting, under which ethics are discussed and 

practiced and injecting yet another layer of a contextual 

backdrop.   

If a student faces difficulty in learning ethics in one context, 

he or she will get another chance with a context switch to a 

different subject to stimulate the student’s thought process.  

Furthermore, context switch may also occur with a different 

instructor, student demographics and classroom dynamics. 

Often with the change of context and another teacher, a 

student’s learning style can take advantage of a different 

teacher’s unique teaching style. Moreover, just as an effective 

teacher inspires students to learn, a different teacher may 

inspire students to encourage ethical behavior in different 

ways.  Finally, repetition reinforces the importance of ethical 

behavior and may encourage ethical conducts by additional 

practice over several courses.  The concept of context is taken 

to be very broad here.  Some case studies may provide special 

contexts.  Bernard Madoff ran an investment farm (Bernard L. 

Madoff Investment Securities LLC) for more than 40 years 

and then pleaded guilty to 11 federal felonies on March 12, 

2009, and admitted to turning his farm into a massive Ponzi 

scheme [27].  He was sentenced to 150 years in prison with 

restitution of $170 billion. One of his sons, Mark, committed 

suicide by hanging exactly two years after his father's arrest.  

Family member’s sufferings from direct or indirect 

involvement should serve as an additional deterrent against 

misconducts or crimes.              

An apparent difficulty for contextual instruction of ethical 

issues is the lack of well-designed textbooks for this approach.  

Most books take a traditional approach [28]-[35].  In order to 

get started, instructors would be expected to form teams and 

develop notes and teaching materials in a cooperative manner. 

A reasonable solution is to combine the two main approaches 

mentioned above so that a traditional ethics course is taught 

early in the program that will have robust philosophical 

discussions of ethical issues using a standard textbook 

followed by contextual trainings in all subsequent courses with 

the help of teaching materials prepared by the course 

instructors. Combining the two approaches together, the 

benefits from both philosophical discussions and practical 

trainings can be achieved in a well-designed environment.  

IV. CONCLUSION 

The rise of unethical conducts such as identity theft, tax 

fraud, intellectual property theft and environmental damage is 

a worldwide trend that does not present simple solutions. In a 

traditional one-course-on-ethics academic setting, abstract 

discussions of ethical issues seem to be less effective than 

today’s expectations. It is necessary to try other alternatives.  

One of the most promising alternatives is to provide ethics 

training combined with a robust discussion of related issues in 

proper contexts distributed over all courses.  These two main 

alternatives can be combined in various ways.   Emphasis on 

simple values of fairness, honesty, integrity and respect for 

others should be continuously maintained.  Ethical education, 

technology, peace and prosperity for humanity are 

indispensable to each other.  A strong emphasis on behavioral 

aspects of ethics is needed to inspire confidence in students 

and to instill practice of ethical conduct in every circumstance 

without any hesitation or excuse. Ethics may serve as a 

deterrent to war and a force for peace because it increases 
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understanding, empathy, and mutual respect.   In order to make 

further progress in the field, a detailed method of effective 

training with adequate explanatory support needs to be 

developed through further research studies in multicultural 

settings.  The emerging globalization trends have made it 

necessary to consider multiple perspectives on ethical and 

social issues. 
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